Triple Security through End Point Security
DevicePro - CryptionPro - ApplicationPro

Do you want to protect your external storage media and control interfaces?

Do you know that data encryption on removable storage media can be automated?

Do you already have protection against unwanted programs?

Our solutions for you:

FinallySecure
Enterprise

ApplicationPro

Benefits of DevicePro

» Regulatory and internal
compliance requirements

» Use of mobile storage media
without uncontrolled data
leakage risks

« Flexible permission settings
based on users or groups

« Complete audit log

DevicePro

Benefits of CryptionPro

» Protects corporate data in case
of loss or theft

« Allows the safe use of mobile
storage devices through
encryption

 Protects sensitive data from
malicious employees

« Assists in the implementation
of legal and internal privacy
policies

CryptionPro

SecureFolder
Enterprise

Benefits of ApplicationPro

+ Ensures safe and authorized
applications in the corporate
IT environment based on black
and white lists

« Complements organizations’
anti-virus solutions
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Selected Features of
ApplicationPro

Selected Features of
CryptionPro

Selected Features of
DevicePro

Technical Information

Supported Operating Systems
(each 32-bit and 64 bit)
Windows XP

Windows Vista

Windows 7

Encoding
AES256
TripleDES

Centralized Management
Installation and initialization
De-installation

Full configuration

AD, NDS, open LDAP integration
Flexible lending right

Devices white list (certification)
Content filter header

White & application blacklisting
Reporting & audit

Helpdesk

Centralized security policies
Challenge / response
Activation codes

Flexible group management
Version control

More Properties

Support for load balancing

and reliability

Safe kernel drivers technology
Real-time bidirectional
Communication push &pull
File-based on-the-fly encryption
Mobile decoding and encoding
Offline support (intelligent cache
and TAN)

Minimal network load

Other SECUDE Security
Solutions

FinallySecure Enterprise
SecureFolder Enterprise
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» Complete online/offline
support for users inside or
outside the LAN

» Manages individual access
rights directly with the
respective users, groups or
computers

» Ensures controlled data
transfer, independent of file
type, according to corporate
policy

Configurable automatic or
manual encryption
Location-independent support
in the company network or on
the road

Support for a variety of
encryption algorithms such
as AES 256 Bit and Blowfish
256 Bit

Secure central password
management with master
password

Intelligent Intelligent learning
mode that records all
programs of a user or group
within a specified period of
time enabling easy creation of
user group specific white lists
Simple wizard-assisted
creation of packages

Flexible assignment of
software packages to

roles such as marketing or
administration

DevicePro enables administrators to control data transfer to and from mobile storage media by

controlling the interface to portable media devices, thus protecting mobile devices from malware without

compromising the loss of data. The solution also allows administrators to determine and authorize ports

and mobile storage media and control all file types from being opened or copied. The solution provides

real-time management, flexible access settings, and other features for mobile users ensuring a high

degree of acceptability.

CryptionPro encrypts data that is copied to external storage media. This happens automatically and

reliably in the background without disrupting the user’s work. At another location within your company,

the data can be decrypted and read. Encryption is restricted to only those groups or departments that

have been authorized. Encryption takes place at the file level. This allows users to exclude specific files

from being encrypted - if the appropriate permissions have been granted. In addition, CryptionPro supports

mobile encryption, thus allowing you to protect sensitive data that you may have been entrusted with.

ApplicationPro

The uncontrolled use of applications is a growing problem for businesses worldwide.

ApplicationPro tackles this problem from two perspectives:

(a) It defines the applications that are allowed to run on the corporate network (Whitelist)

(b) it defines a list of prohibited applications (Blacklist)

The unconscious execution of malware and spyware causes enormous economic damage across

organizations today. The installation of unlicensed software by an unwary user can cause unpleasant

consequences for the organization during software audits.



